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FIG. 7

700

At a device in a network, receive information configured to indicate a control plane traffic load
level for two or more server devices that are configured to manage traffic for messaging and
presence clients communicating via a messaging and presence protocol, where the control plane — 710
traffic is associated with the messaging and presence protocol

h 4

Determine when the control plane traffic load level has become unbalanced among the two or
more server devices

— 720

In response to determining that the control plane traffic load level has become unbalanced, send

a transfer message to one or more clients comprising information configured to initiate migration

of the one or more clients from a server device that is relatively overloaded to a server device +— 730a

that is relatively underloaded in order to balance the control plane traffic load level among the
two or more server devices
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FIG. 8

800

At a device in a network configured to host a multi-user chat room according to a messaging and
presence protocol, form a multi-user chat room comprising two or more server devices, where  |— 810
each server device in the multi-user chat room collects control plane traffic metrics

A 4

Determine at a server device when a control plane traffic load level for the server device has | g9
become unbalanced relative to other server devices

\ 4

in response to determining that the control plane traffic load level for the server device has

become unbalanced, broadcasting a load balancing request message to the other server

devices via the multi-user chat room comprising information configured to indicate that the
control plane traffic load level for the server device has become unbalanced

— 830

A
Receive a response to the load balancing request message from one or more of the other server
devices comprising information configured to indicate that a corresponding server device is an  |— 840
underloaded server device that is able to accommodate additional control plane traffic

A 4
Send a transfer message to one or more clients associated with the server device comprising
information configured to instruct the one or more clients to migrate from the server devicetoa | 850

corresponding underloaded server device
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ACTIVE LOAD DISTRIBUTION FOR
CONTROL PLANE TRAFFIC USING A
MESSAGING AND PRESENCE PROTOCOL

TECHNICAL FIELD

The present disclosure generally relates to messaging and
presence control plane traffic, and more specifically to load
balancing control plane traffic by leveraging the features of a
messaging and presence protocol.

BACKGROUND

Instant messaging (IM) has grown from simple messaging
in the 1960’s, bulletin board systems of the 1980’s, and mes-
saging applications of the 1990’s, into the field of unified
communications, which provides real-time communications
services such as unified messaging (integrated email, voice-
mail, fax, instant messaging, and presence information), tele-
phony, and video conferencing. Enabling many of these IM
features are a number of messaging and presence protocols,
such as Instant Messaging and Presence Service (IMPS),
Extensible Messaging and Presence Protocol (XMPP), and
Session Initiation Protocol (SIP) with its extension SIP for
Instant Messaging and Presence Leveraging Extensions
(SIMPLE), to name a few.

These protocols allow the establishment of an IM session
that may include 1M, file transfer, voice, and video. Underly-
ing these protocols is the concept of “presence” which indi-
cates a user’s willingness, capacity, or ability to communi-
cate. Before one can initiate an IM session with another, one
must ascertain the status of the other, e.g., “off-line”, “busy”,
or “do not disturb”. Presence information is periodically
shared across the network, while IM is event driven, i.e.,
nothing happens until a user takes action. Both IM and pres-
ence can be used to send a variety of types of information.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1is an example diagram of a network with a plurality
of XMPP clients and XMPP servers in which the XMPP
servers are configured to load balance XMPP control plane
traffic.

FIG. 2 depicts the network from FIG. 1 in which the XMPP
servers are sending XMPP client connection transfer mes-
sages to load balance XMPP control plane traffic.

FIG. 3 depicts the network from FIG. 1 in which a central-
ized network management station sends XMPP client con-
nection transfer messages to load balance XMPP control
plane traffic.

FIG. 4 depicts the XMPP server devices from FIG. 1 that
have formed a multi-user chat room for decentralized control
plane traffic load balancing.

FIG. 5 is an example block diagram of a device configured
to employ a centralized control plane traffic load balancing
process.

FIG. 6 is an example block diagram of a device configured
to employ a decentralized control plane traffic load balancing
process.

FIG. 7 is an example flowchart generally depicting the
centralized control plane traffic load balancing process.

FIG. 8 is an example flowchart generally depicting the
decentralized control plane traffic load balancing process.

DESCRIPTION OF EXAMPLE EMBODIMENTS
Overview

Techniques are provided herein for a device in a network to
receive information configured to indicate a control plane
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2

traffic load level for two or more server devices that are
configured to manage traffic for messaging and presence cli-
ents communicating via a messaging and presence protocol.
The control plane traffic is associated with the messaging and
presence protocol. A determination is made as to whether the
control plane traffic load level has become unbalanced among
the two or more server devices and in response to determining
that the control plane traffic load level has become unbal-
anced, sending a transfer message to one or more clients
comprising information configured to initiate migration of
one or more clients from a server device that is relatively
overloaded to a server device that is relatively underloaded in
order to balance the control plane traffic load level among the
two or more server devices.

It may also be determined when the control plane traffic
load level for the server device exceeds a predetermined
threshold, and in response to determining that the control
plane traffic load level for the server device exceeds the pre-
determined threshold, broadcasting a load balancing request
message, e.g., to a multi-user chat room associated with the
messaging and presence protocol. In other examples, it is
determined when the control plane traffic load level for the
server device exceeds a dynamically determined threshold.
The dynamically determined threshold is adjusted dynami-
cally based on the collective load levels of the two or more
servers, and in response to determining that the control plane
traffic load level for the server device exceeds the dynami-
cally determined threshold, the load balancing request mes-
sage is broadcast.

The control plane traffic load level may be determined by
one or more parameters that include a number of control plane
traffic messages per unit of time, a number of control plane
traffic messages for each client, processor utilization, or
memory utilization. The size of control plane traffic messages
may be subdivided by a predetermined unit size, where the
number of control plane traffic messages per unit of time and
the number of control plane traffic messages is determined
based on the predetermined unit size.

Example Embodiments

Referring first to FIG. 1, a diagram of a network 100 is
shown that is configured to serve a plurality of messaging and
presence protocol clients. In this example, the messaging and
presence protocol is the XMPP protocol. The network 100
serves a number of internal data center and external (or third-
party) XMPP clients via access XMPP servers 150(1)-150(4)
and core and aggregation servers 120(1) and 120(2). The
external XMPP clients 110(1)-110(r) and 115(1)-115(») are
served by core and aggregation servers 120(1) and 120(2),
respectively, and may number in the thousands. The internal
service node XMPP clients 130(1)-130(x) and 140(1)-140(y)
are also served by core and aggregation servers 120(1) and
120(2), respectively. The network 100 has a number of com-
pute and storage XMPP clients shown collectively at refer-
ence numeral 160 that are served by access XMPP servers
150(1)-150(4). The external XMPP clients vis-a-vis the inter-
nal XMPP clients are delineated by the dashed line 180 that
forms a data center boundary.

Each line that connects the XMPP clients to the respective
server represents control plane traffic and not traffic associ-
ated with the data plane, i.e., the lines do not represent media
connections. The thickness of each line indicates the level or
volume of control plane traffic; the thicker the line the higher
volume of control plane traffic. The control plane traffic may
include capability advertisements of various data sizes
between client and server. Thus, the size and frequency of the
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advertisements determines the relative amount of control
plane traffic between each client and server.

When a client connects to an XMPP server, a Domain
Name Server (DNS) lookup is performed. Based on the DNS
lookup the client gets assigned to a server. The DNS lookup
mechanism may assign clients to a server according to a
predetermined scheme, e.g., the clients may be assigned to
servers in a round-robin fashion or based on the proximity of
the client to the server. At the time of client to server assign-
ment, the DNS server is not aware of the eventual level of
control plane traffic that a particular client may impose on a
particular server. Accordingly, some servers may become
overloaded with control plane traffic by virtue of being ran-
domly assigned clients that happen to impose a greater con-
trol plane traffic burden.

For example, if a particular client “A” publishes a larger
number of attributes and publishes them more frequently than
client “B”, then the XMPP server will need to do more work
for client A. Similarly, if client A subscribes to a larger num-
ber of publish-subscribe (Pub-Sub) nodes than client B, then
the XMPP server will tends to do more work for Client A.
These client assignment mechanisms may lead to a situation
that particular XMPP servers may be overloaded with client
requests and be unable to service the clients, while other
XMPP servers may idle away.

To manage load distribution among the various servers,
communication links 170(1)-170(4) are provided to
exchange load information according to the techniques
described herein. Links 170(1)-170(4) allow the servers to
exchange real-time load information amongst each other and
decide to shift or transfer XMPP clients from highly loaded
servers to lightly loaded servers. Alternatively, server control
plane traffic load levels may be sent to a central location, e.g.,
a Network Management Station (NMS) or a designated
XMPP server that is configured to manage load for servers in
network 100. This real-time control plane traffic redistribu-
tion or load balancing process will be generally described in
connection with FIGS. 2-6 and described in greater detail in
connection with FIGS. 7 and 8. In another example, the cli-
ents themselves may monitor the loads of the servers and
decide if they should migrate to a least loaded server.

Turning now to FIG. 2, network 100 from FIG. 1 is shown
in which the XMPP servers are sending XMPP client connec-
tion transfer messages to load balance XMPP control plane
traffic. Core and aggregation servers 120(1) and 120(2) have
been exchanging XMPP control plane traffic load levels with
each other via link 170(1) and access XMPP servers 150(1)-
150(4) have been exchanging XMPP control plane traffic load
levels with each other via links 170(2)-170(4). In this
example, core and aggregation server 120(2) is overloaded
with XMPP control plane traffic relative to core and aggre-
gation server 120(1) and access XMPP server 150(1) is over-
loaded with XMPP control plane traffic relative to access
servers 150(2), 150(3), and 150(4), as indicated by the dashed
boxes.

Each XMPP server keeps track of the load on a per client
basis and exchanges its overall load information with the
other XMPP Servers via links 170(1)-170(4). Thus each
XMPP server knows what the load and available capacity is
for all other XMPP servers. The calculation of the load will
take into account parameters such as a rate at which adver-
tisements are published by a XMPP client, the size of the
advertisements, the total number of Pub-Sub nodes a particu-
lar XMPP client is subscribed to, how frequently those Pub-
Sub nodes are updated, and the processor and memory utili-
zation of the XMPP server. In addition, as a server becomes
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4

loaded it may become slower to respond, thereby introducing
latency. The XMPP control plane traffic may be adjusted to
reduce systemic latency.

To alleviate the overloaded condition in core and aggrega-
tion server 120(2), the core and aggregation servers 120(1)
and 120(2) agree that core and aggregation server 120(2) can
transfer XMPP client 115(1) and service node XMPP client
140(1) to core and aggregation server 120(1). Core and aggre-
gation server 120(2) initiates the XMPP client transfers by
sending connection transfer messages 210(1) and 210(2) to
XMPP client 115(1) and service node XMPP client 140(1),
respectively.

The connection transfer messages 210(1) and 210(2) may
contain the domain name of core and aggregation server
120(1). The XMPP clients 115(1) and 140(1) receiving the
connection transfer messages can perform a DNS lookup
using the domain name to obtain the IP address of core and
aggregation server 120(1). The XMPP clients 115(1) and
140(1) will then initiate a new session with core and aggre-
gation server 120(1) using the IP address and terminate their
sessions with core and aggregation server 120(2), effectively
performing control plane traffic load balancing among the
core and aggregation servers 120(1) and 120(2). A similar
process alleviates the overload condition on access XMPP
server 150(1) via connection transfer message 210(3) and
effectively achieves control plane traffic load balancing
among access XMPP servers 150(1)-150(4).

In another example, control plane traffic load levels for
each of the XMPP servers may be sent to a central load
management device. The central load management device
performs control plane traffic load balancing among core and
aggregation servers 120(1) and 120(2) and access XMPP
servers 150(1)-150(4) by sending connection transfer mes-
sages 210(1)-210(3) to the respective XMPP clients. Alterna-
tively, a central load management device may be designated
from among the XMPP servers. For example, core and aggre-
gation server 120(1) or 120(2) may be designated to perform
control plane traffic load balancing for core and aggregation
servers 120(1) and 120(2), and one of the access servers
150(1), 150(2), 150(3) or 150(4) may be designated to per-
form control plane traffic load balancing for access servers
150(1)-150(4).

Absent the techniques described herein, devices with
embedded systems, e.g., servers 120(1), 120(2), and 150(1)-
150(4) would normally be managed individually using
Simple Network Management Protocol (SNMP) or through a
command line interface (CLI), e.g., through a Telnet or
Secure Shell (SSH). These management methods require
manual entries by a network operator. However, by virtue of
the load balancing techniques described herein the servers
can manage their own control plane traffic load levels without
a network operator manually reassigning XMPP clients from
overloaded XMPP servers to underloaded XMPP servers.

The examples described herein are made with reference to
the XMPP protocol. XMPP is used for the examples herein
due the extensible nature of the Extensible Markup Language
(XML) used by XMPP that allows for a simple description of
the load balancing process described in detail hereinafter.
These examples are not meant to be limited to any particular
protocol. Any protocol that provides or is adaptable to
exchanging load balancing information and client connection
transfers for messaging and presence clients, e.g., XMPP
clients, may be used. Example protocols include open proto-
cols, such as IMPS, XMPP, or SIP/SIMPLE, or proprietary
protocols such as Skype or IBM Lotus Sametime, to name a
few.



US 9,065,831 B2

5

Referring to FIG. 3, the network from FIG. 1 is shown in
which a centralized network management (NMS) 300 station
sends XMPP client connection transfer messages to load
balance XMPP control plane traffic. In this example, each of
the XMPP servers 120(1), 120(2), and 150(1)-150(4) keeps
the NMS 300 apprised of its current control plane traffic load
levels and the NMS 300 decides which XMPP clients to
transfer from one servicing XMPP server to another. For ease
of illustration as shown in FIG. 3, the load balancing consid-
erations are the same as those shown for FIG. 2 and the
connection transfer messages 210(1)-210(3) are sent to the
same respective XMPP clients.

In this example, NMS 300 hosts a Pub-Sub node or module
and a connection transter module. The Pub-Sub module oper-
ates according to conventional messaging and presence pub-
lish-subscribe techniques but with a modified protocol that
will be described hereinafter. Each of the XMPP servers hosts
a load balancing module. Each load balancing module calcu-
lates and collects its own control plane traffic load metrics.
The load balancing module publishes its corresponding met-
rics to the Pub-Sub node on NMS 300 at periodic intervals or
upon request. The connection-transfer module subscribes to
the Pub-Sub node.

The connection-transfer module monitors the control plane
traffic load levels on each of the XMPP servers. When an
individual XMPP server’s control plane traffic load level
exceeds a threshold or when other criteria are met, the con-
nection transfer module may designate that server as an
“overloaded” XMPP server. The connection transfer module
will request a list of XMPP clients and their associated control
plane traffic load levels from the overloaded XMPP server.
Based on the XMPP client loads, the connection transfer
module will decide which XMPP clients to transfer from the
overloaded XMPP server. Although the Pub-Sub node and
connection transfer module have been described in connec-
tion with NMS 300, these modules can reside on any XMPP
server either together on one server or each module can reside
on separate servers.

It should be noted that each of the core and aggregation
servers 120(1) and 120(2) and each of the access XMPP
servers 150(1)-150(4) may each have different processing
capabilities. For example, depending on how network 100
was built out, the control cards on each of the XMPP servers
may have different or newer/older versions of a processor, or
the individual processor may each have a different number of
processing cores like those found in scalable manufacturing
lines of Reduced Instruction Set Computing (RISC)
machines. As a result, the volume of control plane traffic that
overloads one XMPP server may have a marginal effect on
another XMPP server and vice versa. As an example, an 8
core server which is 80% utilized may be able to accept more
additional load than a 2 core server that is 40% utilized.

Turning now to FIG. 4, the XMPP server devices from FIG.
1 are formed into a multi-user chat room 400 for decentralized
control plane traffic load balancing. Each of the XMPP serv-
ers has aload balancing module that calculates and collects its
own control plane traffic load metrics, as mentioned above.
When setting up the data center XMPP server cluster, the
network administrator creates a multi-user chat room that is
hosted on one of the XMPP servers, e.g., one of the core and
aggregation servers 120(1) and 120(2) or the access XMPP
servers 150(1)-150(4). The name of the multi-user chat room
is provided to each of the load balancing modules.

Each of the XMPP servers joins the multi-user chat room
400. Note that it is possible for the XMPP servers to be in
different geographical locations or zones, e.g., for a world-
wide instant messaging application such as Google Talk. In
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6

this type of situation, when the servers are widely dispersed,
the network administrator can set up chat rooms on a per zone
basis and only those servers in the zone will join the chat
room. When a server’s XMPP control plane traffic exceeds a
programmed overload threshold or a dynamically adjusted
threshold, the overloaded server broadcast a “help” or SOS
request message to the chat room. Servers with available
control plane traffic bandwidth will respond to the help mes-
sage with a “rescue” message that indicates load availability
or additional capacity that an underloaded server can support.
For simplicity, the rescue message may be transmitted
directly to the overloaded server without traversing the chat
room, e.g., via links 170(1)-170(4).

When using distributed or decentralized load balancing
approach like that described for multi-user chat room 400.
Any load balancing decisions and threshold adjustments are
made to prevent a repeated back and forth transfer (thrashing)
or ping-ponging of client connections between XMPP serv-
ers. This is especially true when a stable load balancing sce-
nario has been achieved as adding a few more clients could
exceed several thresholds simultaneously and initiate an
unnecessary cascade of connection transfer messages.

Referring to FIG. 5, an example block diagram of a net-
work device, e.g., one of the XMPP servers 120 or 150, or
NMS 300, is shown and hereinafter referred to as NMS 300.
The NMS 300 comprises a data processing device 510, a
network interface unit 520, and a memory 530. Resident in
the memory 530 is a Pub-Sub module 540, a connection
transfer module 550 and a load balancing module 560. Col-
lectively, the Pub-Sub module 540, the connection transfer
module 550 and the load balancing module 560 are software
configured to execute centralized XMPP control plane load
balancing process 700 as indicated by the dashed oval.
Briefly, process 700 centrally, i.e., by a single device, man-
ages control plane traffic load among a plurality of XMPP
servers as generally described above. The details of the cen-
tralized process 700 will be described in connection with FI1G.
7.

The data processing device 510 may be a microprocessor,
amicrocontroller, systems on a chip (SOCs), or other fixed or
programmable logic. The memory 530 may be any form of
random access memory (RAM), FLASH memory, disk stor-
age, or other tangible (non-transitory) memory media device
that stores data used for the techniques described herein. The
memory 530 may be separate or part of the processor 510.
Instructions for performing the centralized process 700 may
be stored in the memory 530 for execution by the processor
510 such that when executed by the processor, causes the
processor to perform the functions describe herein in connec-
tion with FIG. 3. The network interface unit 520 enables
communication over network 100. It should be understood
that any of the devices in system 100 may be configured with
a similar hardware or software configuration as NMS 300.

The functions of'the processor 510 may be implemented by
a processor or computer readable tangible (non-transitory)
medium encoded with instructions or by logic encoded in one
or more tangible media (e.g., embedded logic such as an
application specific integrated circuit (ASIC), digital signal
processor (DSP) instructions, software that is executed by a
processor, etc.), wherein the memory 530 stores data used for
the computations or functions described herein (and/or to
store software or processor instructions that are executed to
carry out the computations or functions described herein).
Thus, functions of the centralized process 700 may be imple-
mented with fixed logic or programmable logic (e.g., soft-
ware or computer instructions executed by a processor or field
programmable gate array (FPGA)).
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Referring to FIG. 6, an example block diagram of a server
device, e.g., one of the XMPP servers 120 or 150 is shown and
is hereinafter referred to as server 120. The server 120 com-
prises a data processing device 610, a network interface unit
620, and a memory 630. Resident in the memory 630 is an
XMPP client 640, a connection transfer module 650 and a
load balancing module 660. Collectively, the XMPP client
640, the connection transfer module 650 and the load balanc-
ing module 660 are software configured to execute decentral-
ized XMPP control plane load balancing process 800 as indi-
cated by the dashed oval. Briefly, process 800 manages
control plane traffic load among a plurality of XMPP servers
in a decentralized manner, where each server initiates its own
connection transfer messages, as generally described above.
The details of the decentralized process 800 will be described
in connection with FIG. 8.

Turning now to FIG. 7, the centralized XMPP control plane
load balancing process 700 will now be described. At 710,
information is received at a device in a network configured to
indicate a control plane traffic load level for two or more
server devices that are configured to manage traffic for mes-
saging and presence clients communicating via a messaging
and presence protocol. The control plane traffic is associated
with the messaging and presence protocol. At 720, it is deter-
mined when the control plane traffic load level has become
unbalanced among the two or more server devices.

At 730, in response to determining that the control plane
traffic load level for the server device exceeds the predeter-
mined threshold, a transfer message is sent to one or more
clients comprising information configured to initiate migra-
tion of the one or more clients from a server device that is
relatively overloaded to a server device that is relatively
underloaded in order to balance the control plane traffic load
level among the two or more server devices. In addition, when
a server is overloaded, any requests for a new client connec-
tion are rejected or redirected by the overloaded server and the
network device may send an update request message to one or
more underloaded servers comprising information config-
ured to request that updated load levels be sent to the network
device.

In addition to load levels, the information received may
also be configured to indicate that one or more server devices
are able to accommodate additional control traffic load. The
transfer message sent to the one or more clients may comprise
address information configured to indicate a server device
that can accommodate additional control traffic load. When
determining the control plane traffic load level one or more
parameters may be used, e.g., a number of control plane
traffic messages per unit of time, number of control plane
traffic messages for each client, processor utilization, or
memory utilization. The size of control plane traffic messages
may be subdivided by a predetermined unit size whereby the
number of control plane traffic messages per unit of time and
the number of control plane traffic messages are based on the
predetermined unit size.

In one example, the number of messages sent and received
per unit time (number of transactions per unit time) is
recorded for each client on every XMPP server in the network
or server cluster. The recorded information indicates the load
induced by each client and aids in deciding which client
connections to transfer. Since each message is already pro-
cessed by the server, incrementing a counter for each connec-
tion will add minimal computational overhead. The control
plane traffic load can be totaled across all clients to get the
total number of transactions per unit of time per server. The
unit of time is programmable and determines how aggressive
the load balancing mechanism is, e.g., a network administra-
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tor may want to load balance the cluster as soon as the total
number of transactions of all clients on a server reaches a
certain threshold, whereas another administrator may load
balance if the load on a server reaches the threshold and stays
there for an hour.

A second parameter, similar to a data packet maximum
transmission unit (MTU) can be programmed so that larger
messages get counted as multiple standard sized messages,
thus normalizing the message count. This normalization
mechanism is useful because larger messages take up more
processor and memory resources, and therefore should be
reflected in the load calculation. By examining the CPU uti-
lization, memory usage, and total number of transactions per
second for a server at any given time, the maximum number
of transactions that a server can support can be extrapolated.
Subtracting the current transactions per server from the
extrapolated total provides the additional number of transac-
tions that the server can take on. The additional capacity
metric uniformly represents the remaining capacity of each
XMPP server across a cluster irrespective of their processor
and memory configuration and is a basic metric that can be
exchanged between the XMPP servers or sent to the central
load management device. An example XML formatted mes-
sage is shown in Listing 1 below in which an XMPP client
advertises XMPP server capability to another XMPP server
or a Pub-Sub node:

Listing 1. Sample XML message advertising XMPP server load and
excess capacity.

<iq type="“set” id=“msg_6">
<pubsub xmlns=“http://jabber.org/protocol/pubsub”>
<publish node="server_load >
<item>

<total_capacity>
<value>15000</value>
<unit>TPS</unit>

</total_capacity>

<free_capacity>
<value>6000</value>
<unit>TPS<unit>

</free_capacity>

<server_utilization>
<value>40</value>
<unit>percent</unit>

</server_utilization>

<number_xmpp_clients>
<value>57</value>

</number_xmpp_clients>

</item>

</publish>
</pubsub>
</ig>

As can be seen from the code in Listing 1, anumber of load
and capability parameters are included.

In other examples, prior to sending the transfer message, a
reservation request message may be sent to an underloaded
server device comprising information configured to reserve a
future client connection. Upon receiving an acknowledge-
ment message from the underloaded server device compris-
ing information configured to indicate that a connection has
been reserved, the transfer message is then sent. A client load
request message may also be sent to the overloaded server
device comprising information configured to request control
plane traffic load levels for each client serviced by the over-
loaded server device. When a client load response message is
received from the overloaded server device that indicates the
load levels for each client, a determination is made as to
which clients to transfer with the transfer message based on
the client load levels.



US 9,065,831 B2

9

The centralized XMPP control plane load balancing pro-
cess 700 may be implemented as a Pub-Sub module as men-
tioned above. The publish-subscribe module is hosted by a
network device and is configured to periodically receive the
information configured to indicate a control plane traffic load
level that is published by one or more server devices. A
connection transfer module configured to transfer clients
from an overloaded server to an underloaded server may
subscribe to the publish-subscribe module.

Thus, the centralized process 700 may comprise one Pub-
Sub node that can be hosted on any server, a load-balancing
module on every XMPP server, and a connection-transfer
module that can be hosted on any server. The load balancing
module collects and calculates the load balancing metrics
described above and publishes to the Pub-Sub node the total
transactions per server per unit time for each server after a
programmable time interval. The load balancing module may
also publish the complete list of transactions per client per
unit time when requested to do so by the connection-transfer
module.

For convenience, the connection-transfer module may be
hosted on the same XMPP server that hosts the Pub-Sub node.
The connection-transfer module subscribes to the Pub-Sub
node to obtain the load balancing metrics. Whenever the total
transactions per server per unit time for any server goes above
acertain threshold specified by the administrator, the connec-
tion-transter module will request that server’s load-balancing
module send it a list of transactions per client per unit time for
all the clients running on it. The connection-transfer module
then decides which client connections to transfer and to
which XMPP server. An example procedure for setting up a
system for implementing the centralized XMPP control plane
load balancing process 700 is outlined below.

When setting up an XMPP server cluster, the network
administrator configures one of the XMPP servers to host a
Pub-Sub node and run the connection-transfer module. The
administrator provides the connection-transfer module with
the name of the Pub-Sub node. The connection-transfer mod-
ule subscribes to this node. The administrator also configures
the load-balancing modules on all the XMPP servers by pro-
viding them with the name of the Pub-Sub node as a configu-
ration parameter. The load-balancing module on each server
publishes the total transactions per server per unit time at
regular intervals of time which can be specified by the admin-
istrator. The connection-transfer module receives this data for
each server and when the total transactions per server per unit
time for any server goes above a certain threshold, the con-
nection-transfer module requests that server’s load-balancing
module to send its list of transactions per client per unit time.
The connection-transfer module will decide which client con-
nections should be transferred to which XMPP server in order
to balance the load across the cluster.

The connection-transfer module uses algorithms to com-
pute a number of transactions per client per unit time, a sum
oftransactions across all clients on a server (total transactions
per server per unit time), a maximum number of transactions
per unit time that a server can handle (extrapolated), and an
additional number of transactions per unit time that the server
can accommodate. After selecting the XMPP client connec-
tions to be transferred the connection-transfer module may
send a list to the load-balancing module of the overloaded
server. The overloaded server will send the connection trans-
fer messages to the clients in the list. The connection-transfer
module will not try and transfer any connections if there are
no XMPP servers whose total transactions per server per unit
time is below the administrator specified threshold. This
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mechanism prevents a repeated back and forth transfer
(thrashing) of client connections between XMPP servers.

It may also be determined when the control plane traffic
load level for the server device exceeds a predetermined
threshold, and in response to determining that the control
plane traffic load level for the server device exceeds the pre-
determined threshold, broadcasting a load balancing request
message, e.g., to a multi-user chat room associated with the
messaging and presence protocol. In other examples, it is
determined when the control plane traffic load level for the
server device exceeds a dynamically determined threshold.
The dynamically determined threshold is adjusted dynami-
cally based on the collective load levels of the two or more
servers, and in response to determining that the control plane
traffic load level for the server device exceeds the dynami-
cally determined threshold, broadcasting the load balancing
request message. By using predetermined and dynamically
determined thresholds, race conditions or ping-ponging of
clients may be prevented.

Referring now to FIG. 8, the decentralized XMPP control
plane load balancing process 800 will now be described.
Starting at 810, at a device in a network configured to host a
multi-user chat room according to a messaging and presence
protocol, a multi-user chat room is formed comprising two or
more server devices. Each server device in the multi-user chat
room collects control plane traffic metrics. At 820, it is deter-
mined at a server device when a control plane traffic load level
for the server device has become unbalanced relative to other
server devices. At 830, in response to determining that the
control plane traffic load level for the server device has
become unbalanced, a load balancing request message is
broadcast to the other server devices via the multi-user chat
room comprising information configured to indicate that the
control plane traffic load level for the server device has
become unbalanced.

At 840, a response to the load balancing request message is
received from one or more of the other server devices com-
prising information configured to indicate that a correspond-
ing server device is an underloaded server device that is able
to accommodate additional control plane traffic. Only servers
with available capacity will send a response to the load bal-
ancing request message. At 850, a transfer message is sent to
one or more clients associated with the server device com-
prising information configured to instruct the one or more
clients to migrate from the server device to a corresponding
underloaded server device. Load balancing process 800 may
also employ predetermined or dynamically determined
thresholds as described above.

The responses to the load balancing request messages
received from underloaded server devices may be analyzed in
order to determine an appropriate underloaded server device
that can accommodate a client transfer request. In one
example, it is determined which clients have a lower control
plane traffic load level and the transfer message is sent to a
client with a lower control plane traffic load level so as to not
disrupt a client with higher control plane traffic load. In
another example, it is determined which clients have a higher
control plane traffic load level and the transfer message sentto
a client with higher control plane traffic load level in order to
optimize control plane traffic for a greater number of clients.

Prior to sending the transfer message, a reservation request
message may be sent to the corresponding underloaded server
device comprising information configured to reserve a future
client connection, as described above. After an acknowledge-
ment message is received from the underloaded server device
that comprises information configured to indicate that a con-
nection has been reserved, the transfer message is sent. Also
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prior to sending the transfer message, a client load request
message may be sent to the overloaded server device com-
prising information configured to request control plane traffic
load levels for each client serviced by the overloaded server
device. Once a client load response message is received from
the overloaded server device comprising information config-
ured to indicate the load levels for each client, a determination
is made as to which clients to transfer with the transfer mes-
sage based on the client load levels.

The decentralized XMPP control plane load balancing pro-
cess 800 may comprise a multi-user chat (MUC) room that
can be hosted on any server and a load-balancing module on
every XMPP server. Connection transfer can be implemented
by each individual XMPP server. An example procedure for
setting up a system for implementing the decentralized pro-
cess 800 will now be described.

When setting up the XMPP server cluster, the network
administrator creates a multi-user chat (MUC) room. The
name of the MUC is provided to the load-balancing server
modules as a configuration parameter. The administrator
specifies a threshold (max number of transactions per time
per server) beyond which a server will not take on any more
connections. This threshold may apply to all servers in the
cluster when using normalized metrics. The administrator
also specifies the unit of time over which to calculate the
number of transactions. If the XMPP servers are in different
geographical locations or zones, e.g., for worldwide IM
application like Google Talk, then the administrator can setup
a MUC per zone and only the servers in a particular zone will
jointhe MUC. In this regard, whether using the centralized or
decentralized processes, the connection transfer module may
transfer clients based on client mobility. For example, when a
virtual client moves to another pod within a data center or
moves to another datacenter altogether, it may then be expe-
dient to transfer those clients before transferring other clients.

The load balancing module on each server will collect
metrics as described in connection with centralized process
700. When the current number of transactions per unit time of
a server reaches or exceeds the predetermined threshold, the
load balancing module sends a load-balancing request to the
MUC. This initial message may only be a request for help and
may contain no additional details about the server’s load. All
the other servers in the cluster will receive the request through
the MUC. Only the servers that have their current number of
transactions below the threshold will reply to the help request
with the number of additional transactions per unit time that
they can support. These servers will reply by sending a mes-
sage directly to the overloaded server, as it is not necessary for
all servers to receive the response through the MUC.

The load balancing module of the server that initiated the
request will examine the responses and choose which client
connections to transfer (and to which servers) based on a
variety of algorithms, e.g., start transferring the connections
with the lowest number of transactions so as to not disrupt the
busier client connections with more transactions. The con-
nection transfer module may transfer as many clients as nec-
essary without increasing the control plane traffic load of
other servers above the threshold or that will bring the over-
loaded server’s load below the threshold, whichever comes
first. If needed, the transfers may be split across many servers.
The process or algorithms for multi-server transfers can be
customized by the administrator.

The process of transferring a connection is as simple as the
server sending a connection transfer message to the con-
cerned client, since connection transfer messages are already
supported by XMPP, e.g., using XEP-0051. The transfer can
also be made into a two step process to prevent race condi-
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tions in extremely large clusters where there could be many
simultaneous load balancing requests. First, the server mod-
ule that initiated the load-balancing request will send a res-
ervation message to a candidate server specifying the number
of transactions that the client or clients being transferred will
require. If the receiving server has not accepted a previous
connection transfer and can support the specified number of
transactions, then it will reply with an acknowledgement
(ACK) message. At this point the receiving server will also
reserve the specified number of transactions and not include
that amount in any subsequent replies to load-balancing
requests. Second, upon receiving the ACK, the initiating
server will send the connection transfer message to the con-
cerned XMPP client, specifying the IP address of the chosen
server. The client will terminate its connection with the initi-
ating server and establish a connection with the receiving
server. The administrator can chose between the one or two
step connection transfer mechanism. Setting a threshold
(number of transactions) beyond which a server is considered
overloaded and does not reply to load-balancing requests will
prevent the back and forth transfer of clients (thrashing) as all
servers approach their load limit.

Example XML messages for connection transfer are pro-
vided in the listings below:

Listing 2. Sample XML help request message.

<message from="server2@domain’ to=*‘load_balance@chat.domain’
type="‘groupchat’ id="1b5">
<body>
<SOS-request>server2@domain</SOS-request>
</body>
</message>

Listing 2 shows an example help request or SOS message.

Listing 3. Sample XML help request response message.

<message from="server4@domain’ to=‘server2@domain’ id="1b5">
<body>
<SOS-reply>
<additional_transactions_per_sec>1400</additional_transactions_pe
r_sec>
<SOS-reply>
</body>
</message>

Listing 3 shows an example help request response message
that contains an underloaded server’s excess transaction
capacity. In this message, the underloaded server’s excess
transaction capacity is 1400 transaction units per second.

Listing 4. Sample XML capacity reservation request message sent by
an overloaded server.

<message from="server2@domain’ to=‘server4@domain’ id="1b5">
<body>
<SOS-reserve>
<additional_transactions_per_sec>70</additional_transactions_per_
sec>
<SOS-reserve>
</body>
</message>

Listing 4 shows an example capacity reservation request
message that contains a request by the overloaded server for
70 units of excess transaction capacity.
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Listing 5. Sample XML capacity reservation request ACK message.

<message from="server4@domain’ to="server2@domain’ id="1b5">
<body>
<SOS-ACK/>
</body>
</message>

Listing 5 shows an example capacity reservation request
ACK message. The ACK message indicates that the under-
loaded server has reserved the requested transaction request
of 70 units.

In summary, the techniques described herein provide for
centralized and decentralized control plane traffic load bal-
ancing for messaging and presence clients. The centralized
approach provides for a device in a network to receive infor-
mation configured to indicate a control plane traffic load level
for one or more server devices that are configured to manage
traffic for messaging and presence clients communicating via
a messaging and presence protocol. The control plane traffic
is associated with the messaging and presence protocol. It is
determined when the control plane traffic load level has
become unbalanced among the two or more server devices
and in response to determining that the control plane traffic
load level has become unbalanced, a transfer message is sent
to one or more clients comprising information configured to
initiate migration of one or more clients from a server device
that is relatively overloaded to a server device that is relatively
underloaded in order to balance the control plane traffic load
level among the two or more server devices.

The control plane traffic load level may be determined by
one or more parameters that include a number of control plane
traffic messages per unit of time, a number of control plane
traffic messages for each client, processor utilization, or
memory utilization. The size of control plane traffic messages
may be subdivided by a predetermined unit size, where the
number of control plane traffic messages per unit of time and
the number of control plane traffic messages is determined
based on the predetermined unit size.

The decentralized approach provides for a device in a net-
work that is configured to host a multi-user chat room accord-
ing to a messaging and presence protocol. A multi-user chat
room is formed comprising two or more server devices. Each
server device in the multi-user chat room collects control
plane traffic metrics. It is determined at a server device when
a control plane traffic load level for the server device exceeds
a predetermined threshold. In response to determining that
the control plane traffic load level for the server device
exceeds the predetermined threshold, a load balancing
request message is broadcast to the other server devices via
the multi-user chat room that comprises information config-
ured to indicate that the control plane traffic load level for the
server device exceeds the predetermined threshold.

A response to the load balancing request message is
received from one or more of the other server devices com-
prising information configured to indicate that a correspond-
ing server device is an underloaded server device that is able
to accommodate additional control plane traffic. Only servers
with available capacity will send a response to the load bal-
ancing request message. A transfer message is sent to one or
more clients associated with the server device comprising
information configured to instruct the one or more clients to
migrate from the server device to a corresponding under-
loaded server device.

In the above examples, various techniques have been
described in connection with the centralized process and
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other techniques have been described in connection with the
decentralized process. It should be appreciated that many of
the techniques described herein are interchangeable with
respectto either the centralized or decentralized process, e.g.,
metric calculations and switching algorithms may be shared
among both processes.

The above description is intended by way of example only.

What is claimed is:

1. A method comprising:

at a device in a network, receiving information configured

to indicate a messaging and presence protocol control
plane traffic load level for two or more server devices
that are configured to manage traffic for messaging and
presence clients communicating via the messaging and
presence protocol, wherein the messaging and presence
protocol control plane traffic comprises control informa-
tion for the messaging and presence protocol the mes-
saging and presence protocol;

determining when the messaging and presence protocol

control plane traffic load level has become unbalanced
among the two or more server devices; and

inresponse to determining that the messaging and presence

protocol control plane traffic load level has become
unbalanced, sending a transfer message to one or more
clients comprising information configured to initiate
migration of the one or more clients from a server device
that is relatively overloaded to a server device that is
relatively underloaded in order to balance the messaging
and presence protocol control plane traffic load level
among the two or more server devices.

2. The method of claim 1, wherein in response to determin-
ing that the messaging and presence protocol control plane
traffic load level has become unbalanced, further comprises
rejecting or redirecting by relatively overloaded server
devices any requests for new client connections.

3. The method of claim 1, wherein in response to determin-
ing that the messaging and presence protocol control plane
traffic load level has become unbalanced, further comprises
sending an update request message to one or more relatively
underloaded servers comprising information configured to
request that updated load levels be sent to the network device.

4. The method of claim 1, wherein receiving comprises
receiving information configured to indicate that one or more
server devices are able to accommodate additional messaging
and presence protocol control plane traffic load.

5. The method of claim 4, wherein sending the transfer
message to the one or more clients comprises sending address
information configured to indicate a server device that can
accommodate additional messaging and presence protocol
control plane traffic load.

6. The method of claim 1, wherein determining the mes-
saging and presence protocol control plane traffic load level
comprises determining one or more parameters comprising a
number of messaging and presence protocol control plane
traffic messages per unit of time, number of messaging and
presence protocol control plane traffic messages for each
client, processor utilization, or memory utilization.

7. The method of claim 6, further comprising subdividing
messaging and presence protocol control plane traffic mes-
sages by a predetermined unit size, and wherein determining
comprises determining the number of messaging and pres-
ence protocol control plane traffic messages per unit of time
and the number of messaging and presence protocol control
plane traffic messages based on the predetermined unit size.
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8. The method of claim 1, further comprising:

prior to sending the transfer message, sending a reservation
request message to the underloaded server device com-
prising information configured to reserve a future client
connection;

receiving an acknowledgement message from the under-

loaded server device comprising information configured
to indicate that a connection has been reserved; and

in response to receiving the acknowledgement message,

sending the transfer message.
9. The method of claim 1, further comprising:
prior to sending the transfer message, sending a client load
request message to the overloaded server device com-
prising information configured to request messaging
and presence protocol control plane traffic load levels
for each client serviced by the overloaded server device;

receiving a client load response message from the over-
loaded server device comprising information configured
to indicate the load levels for each client; and

determining which clients to transfer with the transfer mes-
sage based on the client load levels.

10. The method of claim 1, further comprising:

hosting by the network device a publish-subscribe module

configured to periodically receive the information con-
figured to indicate a messaging and presence protocol
control plane traffic load level that is published by the
one or more server devices; and

subscribing to the publish-subscribe module by a connec-

tion transfer module configured to transfer clients from
an overloaded server to an underloaded server.
11. The method of claim 1, wherein determining comprises
determining when the messaging and presence protocol con-
trol plane traffic load level exceeds a predetermined thresh-
old, and further comprises:
inresponse to determining that the messaging and presence
protocol control plane traffic load level for the server
device exceeds the predetermined threshold:

designating the server device as an overloaded server
device; and

sending the transfer message to one or more clients asso-

ciated with the overloaded server device comprising
information configured to initiate migration of one or
more clients from the overloaded server device to an
underloaded server device.

12. The method of claim 1, wherein determining comprises
determining when the messaging and presence protocol con-
trol plane traffic load level for the server device exceeds a
dynamically determined threshold, wherein the dynamically
determined threshold is adjusted dynamically based on the
collective load levels of the two or more servers, and further
comprises in response to determining that the messaging and
presence protocol control plane traffic load level for the server
device exceeds the dynamically determined threshold, send-
ing the transfer message.

13. The method of claim 1, wherein the messaging and
presence protocol is the Extensible Messaging and Presence
Protocol.

14. A method comprising:

at a device in a network configured to host a multi-user chat

room according to a messaging and presence protocol,
forming a multi-user chat room comprising two or more
server devices, wherein each server device in the multi-
user chat room collects messaging and presence proto-
col control plane traffic metrics for the messaging and
present protocol, wherein the messaging and presence
protocol control plane traffic comprises control informa-
tion for the messaging and presence protocol;
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determining at a server device when a messaging and pres-
ence protocol control plane traffic load level for the
server device has become unbalanced relative to other
server devices;
inresponse to determining that the messaging and presence
protocol control plane traffic load level for the server
device has become unbalanced, broadcasting a load bal-
ancing request message to the other server devices via
the multi-user chat room comprising information con-
figured to indicate that the messaging and presence pro-
tocol control plane traffic load level for the server device
has become unbalanced;
receiving a response to the load balancing request message
from one or more of the other server devices comprising
information configured to indicate that a corresponding
server device is an underloaded server device that is able
to accommodate additional messaging and presence
protocol control plane traffic; and
sending a transfer message to one or more clients associ-
ated with the server device comprising information con-
figured to instruct the one or more clients to migrate
from the server device to a corresponding underloaded
server device.
15. The method of claim 14, further comprising analyzing
the responses to the load balancing request messages received
from underloaded server devices in order to determine an
appropriate underloaded server device that can accommodate
a client transfer request.
16. The method of claim 15, wherein analyzing further
comprises:
determining which clients have a lower messaging and
presence protocol control plane traffic load level; and

sending the transfer message to one of the clients with such
a lower messaging and presence protocol control plane
traffic load level.
17. The method of claim 16, wherein analyzing further
comprises:
determining which clients have a higher messaging and
presence protocol control plane traffic load level; and

sending the transfer message to one of the clients with such
a higher messaging and presence protocol control plane
traffic load level.

18. The method of claim 14, further comprising:

prior to sending the transfer message, sending a reservation

request message to the corresponding underloaded
server device comprising information configured to
reserve a future client connection;
receiving an acknowledgement message from the under-
loaded server device comprising information configured
to indicate that a connection has been reserved; and in
response to receiving the acknowledgement message,
sending the transfer message.
19. The method of claim 14, further comprising:
prior to sending the transfer message, sending a client load
request message to the overloaded server device com-
prising information configured to request messaging
and presence protocol control plane traffic load levels
for each client serviced by the overloaded server device;

receiving a client load response message from the over-
loaded server device comprising information configured
to indicate the load levels for each client; and

determining which clients to transfer with the transfer mes-
sage based on the client load levels.

20. The method of claim 14, wherein determining com-
prises determining when the messaging and presence proto-
col control plane traffic load level for the server device
exceeds a predetermined threshold, and further comprises in
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response to determining that the messaging and presence
protocol control plane traffic load level for the server device
exceeds the predetermined threshold, broadcasting the load
balancing request message.

21. The method of claim 14, wherein determining com-
prises determining when the messaging and presence proto-
col control plane traffic load level for the server device
exceeds a dynamically determined threshold, wherein the
dynamically determined threshold is adjusted dynamically
based on the collective load levels of the two or more servers,
and further comprises in response to determining that the
messaging and presence protocol control plane traffic load
level for the server device exceeds the dynamically deter-
mined threshold, broadcasting the load balancing request
message.

22. The method of claim 14, wherein the messaging and
presence protocol is the Extensible Messaging and Presence
Protocol.

10

15

18



